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Foreword
ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the development of International Standards through technical committees established by the respective organization to deal with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
The procedures used to develop this document and those intended for its further maintenance are described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members_experts/refdocs).
Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details of any patent rights identified during the development of the document will be in the Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent declarations received (see https://patents.iec.ch).
Any trade name used in this document is information given for the convenience of users and does not constitute an endorsement.
For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions related to conformity assessment, as well as information about ISO's adherence to the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.
This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information Technology, Subcommittee SC 27, Information security, cybersecurity and privacy protection.
This third edition cancels and replaces the second edition (ISO/IEC 27001:2013), which has been technically revised. It also incorporates the Technical Corrigenda ISO/IEC 27001:2013/Cor 1:2014 and ISO/IEC 27001:2013/Cor 2:2015.
The main changes are as follows:
— the text has been aligned with the harmonized structure for management system standards and ISO/IEC 27002:2022.
Any feedback or questions on this document should be directed to the user’s national standards body. A complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-committees.
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Introduction
0.1 General
This document has been prepared to provide requirements for establishing, implementing, maintaining and continually improving an information security management system. The adoption of an information security management system is a strategic decision for an organization. The establishment and implementation of an organization’s information security management system is influenced by the organization’s needs and objectives, security requirements, the organizational processes used and the size and structure of the organization. All of these influencing factors are expected to change over time.
The information security management system preserves the confidentiality, integrity and availability of information by applying a risk management process and gives confidence to interested parties that risks are adequately managed.
It is important that the information security management system is part of and integrated with the organization’s processes and overall management structure and that information security is considered in the design of processes, information systems, and controls. It is expected that an information security management system implementation will be scaled in accordance with the needs of the organization.
This document can be used by internal and external parties to assess the organization's ability to meet the organization’s own information security requirements.
The order in which requirements are presented in this document does not reflect their importance or imply the order in which they are to be implemented. The list items are enumerated for reference purpose only.
ISO/IEC 27000 describes the overview and the vocabulary of information security management systems, referencing the information security management system family of standards (including ISO/IEC 27003[2], ISO/IEC 27004[3] and ISO/IEC 27005[4]), with related terms and definitions.


0.2 Compatibility with other management system standards
This document applies the high-level structure, identical sub-clause titles, identical text, common terms, and core definitions defined in Annex SL of ISO/IEC Directives, Part 1, Consolidated ISO Supplement, and therefore maintains compatibility with other management system standards that have adopted the Annex SL.
This common approach defined in the Annex SL will be useful for those organizations that choose to operate a single management system that meets the requirements of two or more management system standards.
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INTERNATIONAL STANDARD


Information security, cybersecurity and privacy protection — Information security management systems — Requirements

1 Scope
This document specifies the requirements for establishing, implementing, maintaining and continually improving an information security management system within the context of the organization. This document also includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The requirements set out in this document are generic and are intended to be applicable to all organizations, regardless of type, size or nature. Excluding any of the requirements specified in Clauses 4 to 10 is not acceptable when an organization claims conformity to this document.

2 Normative references
The following documents are referred to in the text in such a way that some or all of their content constitutes requirements of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.
ISO/IEC 27000, Information technology — Security techniques — Information security management systems — Overview and vocabulary

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 27000 apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses: (
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—
— IEC Electropedia: available at https://www.electropedia.org/

4
4.1
The organization shall determine external and internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security management system.
NOTE Determining these issues refers to establishing the external and internal context of the organization considered in Clause 5.4.1 of ISO 31000:2018[5].

4.2
The organization shall determine:
a)
b) the relevant requirements of these interested parties;
c) which of these requirements will be addressed through the information security management
system.
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NOTE The requirements of interested parties can include legal and regulatory requirements and contractual obligations.

4.3 Determining the scope of the information security management system
The organization shall determine the boundaries and applicability of the information security management system to establish its scope.
When determining this scope, the organization shall consider:
a) the external and internal issues referred to in 4.1;
b) the requirements referred to in 4.2;
c) interfaces and dependencies between activities performed by the organization, and those that are
performed by other organizations.
The scope shall be available as documented information.

4.4 Information security management system
The organization shall establish, implement, maintain and continually improve an information security management system, including the processes needed and their interactions, in accordance with the requirements of this document.

5 Leadership
Leadership and commitment (
5.1
a
)
)
Top management shall demonstrate leadership and commitment with respect to the information security management system by:
ensuring the information security policy and the information security objectives are established and are compatible with the strategic direction of the organization;
b) ensuring the integration of the information security management system requirements into the
organization’s processes;
c) ensuring that the resources needed for the information security management system are available;
d) communicating the importance of effective information security management and of conforming
to the information security management system requirements;
e) ensuring that the information security management system achieves its intended outcome(s);
f) directing and supporting persons to contribute to the effectiveness of the information security
management system;
g) promoting continual improvement; and (
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h)

NOTE Reference to “business” in this document can be interpreted broadly to mean those activities that are core to the purposes of the organization’s existence.
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Top management shall establish an information security policy that:
is appropriate to the purpose of the organization;
b) includes information security objectives (see 6.2) or provides the framework for setting information
security objectives;
c) includes a commitment to satisfy applicable requirements related to information security;
d) includes a commitment to continual improvement of the information security management system.
The information security policy shall:
e) be available as documented information;
f)
g) be available to interested parties, as appropriate.

5.3
Top management shall ensure that the responsibilities and authorities for roles relevant to information security are assigned and communicated within the organization.
Top management shall assign the responsibility and authority for:
a) ensuring that the information security management system conforms to the requirements of this
document;
b)
NOTE Top management can also assign responsibilities and authorities for reporting performance of the information security management system within the organization.

6
6.1

6.1.1 General
When planning for the information security management system, the organization shall consider the issues referred to in 4.1 and the requirements referred to in 4.2 and determine the risks and opportunities that need to be addressed to:
a) ensure the information security management system can achieve its intended outcome(s);
b) prevent, or reduce, undesired effects;
c) achieve continual improvement.
The organization shall plan:
d) actions to address these risks and opportunities; and
e) how to
1) implement the actions into its information security management system processes; and
2) evaluate the effectiveness of these actions.
3
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6.1.2 Information security risk assessment
The organization shall define and apply an information security risk assessment process that:
a) establishes and maintains information security risk criteria that include:
1) the risk acceptance criteria; and
2) criteria for performing information security risk assessments;
b) ensures that repeated information security risk assessments produce consistent, valid and
comparable results;
c) identifies the information security risks:
1) apply the information security risk assessment process to identify risks associated with the loss of confidentiality, integrity and availability for information within the scope of the information security management system; and
2) identify the risk owners;
d) analyses the information security risks:
1) assess the potential consequences that would result if the risks identified in 6.1.2 c) 1) were to materialize;
2) assess the realistic likelihood of the occurrence of the risks identified in 6.1.2 c) 1); and
3) determine the levels of risk;
e) evaluates the information security risks:
1) compare the results of risk analysis with the risk criteria established in 6.1.2 a); and
2) prioritize the analysed risks for risk treatment.
The organization shall retain documented information about the information security risk assessment process.

6.1.3 Information security risk treatment
The organization shall define and apply an information security risk treatment process to:
a) select appropriate information security risk treatment options, taking account of the risk
assessment results;
b) determine all controls that are necessary to implement the information security risk treatment
option(s) chosen;
NOTE 1 Organizations can design controls as required, or identify them from any source.
c) compare the controls determined in 6.1.3 b) above with those in Annex A and verify that no
necessary controls have been omitted;
NOTE 2 Annex A contains a list of possible information security controls. Users of this document are directed to Annex A to ensure that no necessary information security controls are overlooked.
NOTE 3 The information security controls listed in Annex A are not exhaustive and additional information security controls can be included if needed. (
d)
4
)
produce a Statement of Applicability that contains:
— the necessary controls (see 6.1.3 b) and c));
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— justification for their inclusion;
— whether the necessary controls are implemented or not; and
— the justification for excluding any of the Annex A controls.
e) formulate an information security risk treatment plan; and
f) obtain risk owners’ approval of the information security risk treatment plan and acceptance of the
residual information security risks.
The organization shall retain documented information about the information security risk treatment process.
NOTE 4 The information security risk assessment and treatment process in this document aligns with the principles and generic guidelines provided in ISO 31000[5].

6.2 Information security objectives and planning to achieve them
The organization shall establish information security objectives at relevant functions and levels.
The information security objectives shall:
a) be consistent with the information security policy;
b) be measurable (if practicable);
c) take into account applicable information security requirements, and results from risk assessment
and risk treatment;
d) be monitored;
e) be communicated;
f) be updated as appropriate;
g) be available as documented information.
The organization shall retain documented information on the information security objectives.
When planning how to achieve its information security objectives, the organization shall determine:
h) what will be done;
i) what resources will be required;
j) who will be responsible; (
k
)
l)
6
.
3
)
when it will be completed; and
how the results will be evaluated.

Planning of changes
When the organization determines the need for changes to the information security management system, the changes shall be carried out in a planned manner.







 (
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7.1
The organization shall determine and provide the resources needed for the establishment, implementation, maintenance and continual improvement of the information security management system.

7.2 Competence
The organization shall:
a) determine the necessary competence of person(s) doing work under its control that affects its
information security performance;
b) ensure that these persons are competent on the basis of appropriate education, training, or
experience;
c) where applicable, take actions to acquire the necessary competence, and evaluate the effectiveness
of the actions taken; and
d) retain appropriate documented information as evidence of competence.
NOTE Applicable actions can include, for example: the provision of training to, the mentoring of, or the re-assignment of current employees; or the hiring or contracting of competent persons.

7.3 Awareness
Persons doing work under the organization’s control shall be aware of:
a) the information security policy;
b) their contribution to the effectiveness of the information security management system, including
the benefits of improved information security performance; and
c)

7.4
The organization shall determine the need for internal and external communications relevant to the information security management system including:
a)
b) when to communicate;
c)
d) how to communicate.

7.5
7.5.1 General
The organization’s information security management system shall include:
a)
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b) documented information determined by the organization as being necessary for the effectiveness
of the information security management system.
NOTE The extent of documented information for an information security management system can differ from one organization to another due to:
1) the size of organization and its type of activities, processes, products and services;
2) the complexity of processes and their interactions; and
3) the competence of persons.

7.5.2 Creating and updating
When creating and updating documented information the organization shall ensure appropriate:
a) identification and description (e.g. a title, date, author, or reference number);
b) format (e.g. language, software version, graphics) and media (e.g. paper, electronic); and
c) review and approval for suitability and adequacy.

7.5.3 Control of documented information
Documented information required by the information security management system and by this document shall be controlled to ensure:
a) it is available and suitable for use, where and when it is needed; and
b) it is adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).
For the control of documented information, the organization shall address the following activities, as applicable:
c) distribution, access, retrieval and use;
d) storage and preservation, including the preservation of legibility;
e) control of changes (e.g. version control); and
f) retention and disposition.
Documented information of external origin, determined by the organization to be necessary for the planning and operation of the information security management system, shall be identified as appropriate, and controlled.
NOTE Access can imply a decision regarding the permission to view the documented information only, or the permission and authority to view and change the documented information, etc.

8 Operation
8.1 (
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The organization shall plan, implement and control the processes needed to meet requirements, and to implement the actions determined in Clause 6, by:
—


extent necessary to have confidence that the
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The organization shall control planned changes and review the consequences of unintended changes, taking action to mitigate any adverse effects, as necessary.
The organization shall ensure that externally provided processes, products or services that are relevant to the information security management system are controlled.

8.2 Information security risk assessment
The organization shall perform information security risk assessments at planned intervals or when significant changes are proposed or occur, taking account of the criteria established in 6.1.2 a).
The organization shall retain documented information of the results of the information security risk assessments.

8.3 Information security risk treatment
The organization shall implement the information security risk treatment plan.
The organization shall retain documented information of the results of the information security risk treatment.

9 Performance evaluation
9.1 (
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The organization shall determine:
a) what needs to be monitored and measured, including information security processes and controls;
b)


c) when the monitoring and measuring shall be performed;
d) who shall monitor and measure;
e) when the results from monitoring and measurement shall be analysed and evaluated;
f) who shall analyse and evaluate these results.
Documented information shall be available as evidence of the results.
The organization shall evaluate the information security performance and the effectiveness of the information security management system.


9.2 Internal audit

9.2.1 General
The organization shall conduct internal audits at planned intervals to provide information on whether the information security management system:
a) conforms to
1) the organization’s own requirements for its information security management system;


 (
8
)
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2) the requirements of this document;
b) is effectively implemented and maintained.

9.2.2 Internal audit programme
The organization shall plan, establish, implement and maintain an audit programme(s), including the frequency, methods, responsibilities, planning requirements and reporting.
When establishing the internal audit programme(s), the organization shall consider the importance of
the processes concerned and the results of previous audits.
The organization shall:
a) define the audit criteria and scope for each audit;
b) select auditors and conduct audits that ensure objectivity and the impartiality of the audit process; (
c
)
)
ensure that the results of the audits are reported to relevant management;
Documented information shall be available as evidence of the implementation of the audit programme(s) and the audit results.

Management review (
9.3
)

9.3.1 General
Top management shall review the organization's information security management system at planned intervals to ensure its continuing suitability, adequacy and effectiveness.

9.3.2 Management review inputs
The management review shall include consideration of:
a) the status of actions from previous management reviews;
b) changes in external and internal issues that are relevant to the information security management
system;
c) changes in needs and expectations of interested parties that are relevant to the information
security management system;
d) feedback on the information security performance, including trends in: (
1
)
 
nonco
n
fo
r
m
i
t
ies 
a
nd co
r
re
ct
ive 
a
c
t
io
n
s;
fe
e
d
b
ack 
f
r
om 
i
n
t
e
r
e
s
t
e
d 
p
a
rt
i
e
s;
9.3.
3
 
Management
 
r
e
view
 
r
esults
)


2) monitoring and measurement results;
3) audit results;
4) fulfilment of information security objectives;
e)
f) results of risk assessment and status of risk treatment plan;
g) opportunities for continual improvement.


The results of the management review shall include decisions related to continual improvement opportunities and any needs for changes to the information security management system.
 (
9
)
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Documented information shall be available as evidence of the results of management reviews.

10 Improvement
10.1 Continual improvement
The organization shall continually improve the suitability, adequacy and effectiveness of the information security management system.

10.2 Nonconformity and corrective action
When a nonconformity occurs, the organization shall:
a) react to the nonconformity, and as applicable:
1) take action to control and correct it;
2) deal with the consequences;
b) evaluate the need for action to eliminate the causes of nonconformity, in order that it does not recur
or occur elsewhere, by:
1) reviewing the nonconformity; (
2
)
 
de
t
e
r
m
i
ni
ng 
t
he 
c
a
u
ses of 
t
he nonco
n
fo
r
m
i
t
y
; 
a
nd
3
)
 
de
t
e
r
m
i
ni
ng 
i
f 
si
mi
l
a
r nonco
n
fo
r
m
i
t
i
e
s 
e
x
i
s
t
, or
 c
o
u
ld 
p
o
t
en
t
i
a
l
l
y
 
oc
c
u
r
;
r
e
v
iew 
t
he e
f
f
e
ct
iven
e
ss of 
a
ny co
r
r
e
ct
ive a
ct
ion 
t
a
ken;
 
a
nd
m
a
ke ch
a
nges 
t
o 
t
he 
i
n
fo
r
m
a
t
ion s
e
c
u
r
i
t
y 
m
a
na
gement 
s
y
s
t
e
m
,
 
i
f n
e
c
e
s
s
a
r
y.
t
he na
t
u
re of 
t
he nonco
n
fo
r
m
i
t
i
e
s 
a
nd 
a
ny 
s
ubs
e
quent a
ct
io
n
s 
t
a
ke
n
,
t
he 
res
u
l
t
s of 
a
ny co
r
r
e
c
t
i
ve a
ct
io
n
.
© 
IS
O
/
I
E
C 2022 – 
A
l
l 
r
i
g
h
t
s 
r
es
e
r
v
e
d
)



c) implement any action needed;
d)
e)
Corrective actions shall be appropriate to the effects of the nonconformities encountered.
Documented information shall be available as evidence of:
f)
g)
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Annex A (normative)
Information security controls reference

The information security controls listed in Table A.1 are directly derived from and aligned with those listed in ISO/IEC 27002:2022[1], Clauses 5 to 8, and shall be used in context with 6.1.3.

Table A.1 — Information security controls









































 (
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5
O
rga
ni
z
a
t
io
n
a
l 
c
on
t
r
o
l
s
5
.1
Po
l
i
c
i
e
s for 
i
n
f
o
r
m
a
t
ion 
se
c
u
r
i
t
y
C
on
t
r
ol
I
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
p
o
l
i
c
y 
a
nd 
t
opic
-
s
p
e
c
i
f
ic 
p
o
l
i
c
i
e
s s
h
a
l
l 
b
e d
e
-
f
i
n
e
d
, app
r
ov
e
d by 
m
a
na
g
emen
t
, pub
li
sh
e
d
, 
c
o
m
m
un
i
c
a
t
e
d 
t
o
 
a
nd a
c
k
no
w
l
e
dg
e
d by 
r
el
e
va
nt 
p
e
r
s
o
n
nel 
a
nd 
r
el
e
v
a
nt 
i
n
t
e
r
e
s
t
e
d 
p
a
r
t
i
e
s
, 
a
nd 
r
e
v
iew
e
d at p
l
a
n
n
e
d 
i
n
t
e
r
v
a
l
s 
a
nd 
i
f 
s
i
g
ni
f
i
c
a
nt 
ch
a
n
g
e
s 
oc
c
u
r.
5
.
2
I
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
r
ol
e
s
 
a
nd 
r
es
p
o
n
s
ib
i
l
i
t
i
e
s
C
on
t
r
ol
I
n
f
o
r
m
a
t
io
n
 
s
e
c
u
r
i
t
y
 
r
o
l
e
s
 
a
nd
 
r
e
s
p
o
n
s
i
b
i
l
i
t
i
e
s
 
s
h
al
l
 
b
e
 
d
e
f
i
n
e
d
 
a
n
d 
a
l
l
o
c
a
t
e
d a
cc
o
r
d
i
n
g 
t
o 
t
he o
r
ga
niz
a
t
ion n
ee
ds
.
5
.
3
S
e
g
re
g
a
t
ion of d
u
t
i
e
s
C
on
t
r
ol
Co
n
f
l
i
ct
i
n
g
 
du
t
i
e
s
 
a
nd
 
c
o
n
f
l
i
ct
i
n
g
 a
r
e
a
s
 
of
 
r
e
s
p
o
n
s
ib
i
l
i
t
y
 
s
h
a
l
l
 
b
e
 
seg
-
r
e
g
a
t
e
d
.
5.4
M
a
n
a
g
ement 
r
e
s
p
o
n
s
ib
i
l
i
t
i
e
s
C
on
t
r
ol
M
a
nag
ement s
h
a
l
l 
r
e
q
u
ir
e 
al
l 
p
e
r
s
o
n
nel 
t
o app
l
y 
in
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
i
n
 
a
cc
o
r
d
a
n
c
e
 
w
i
t
h
 
t
he
 
e
s
t
a
b
li
sh
e
d
 
i
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
p
o
l
i
c
y,
 
t
o
p
-
ic
-
s
p
e
c
i
f
ic 
p
o
l
i
c
i
e
s
 
a
nd p
r
oce
d
ur
e
s of 
t
he o
r
ga
niz
a
t
io
n
.
5
.
5
Con
t
a
c
t 
w
i
t
h a
u
t
ho
r
i
t
i
e
s
C
on
t
r
ol
T
he
 
o
r
g
aniz
a
t
ion
 
s
h
a
l
l
 
e
s
t
a
b
l
i
sh
 
a
nd
 
m
ai
n
t
a
i
n
 
c
on
t
a
c
t
 
w
i
t
h
 
r
el
e
v
a
nt au
t
ho
r
i
t
i
e
s
.
5
.
6
C
o
n
t
a
c
t
 
w
i
t
h
 
s
p
e
c
i
a
l
 
i
n
t
e
r
e
s
t 
g
r
ou
p
s
C
on
t
r
ol
T
h
e
 
o
r
g
aniz
a
t
io
n
 
s
h
al
l
 
e
s
t
a
b
l
i
sh
 
a
nd
 
m
a
i
n
t
a
i
n
 
c
o
n
t
a
c
t
 
w
i
t
h
 
s
p
e
c
i
a
l 
i
n
t
e
re
s
t
 
g
r
ou
p
s
 
or
 
o
t
her
 
s
p
e
c
i
a
l
i
s
t
 
s
e
c
u
r
i
t
y
 
f
o
r
um
s
 
a
nd
 
p
r
o
fess
io
n
a
l 
a
ss
o
c
i
a
t
io
n
s
.
5
.7
T
hre
a
t 
i
n
t
e
ll
i
g
en
c
e
C
on
t
r
ol
I
n
f
o
r
m
a
t
ion 
r
e
l
a
t
i
ng 
t
o 
i
n
f
o
r
m
a
t
ion s
e
c
u
r
i
t
y 
t
h
re
a
t
s s
h
a
l
l 
b
e 
c
o
l
l
e
c
t
e
d 
a
nd 
a
n
a
l
y
s
e
d 
t
o p
r
o
du
c
e 
t
hr
e
a
t 
i
n
t
e
l
l
ig
en
c
e
.
5
.
8
I
n
fo
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 i
n
 
p
r
oj
e
c
t 
m
a
na
gement
C
on
t
r
ol
I
n
fo
r
m
a
t
ion 
s
e
c
u
r
i
t
y s
h
a
l
l 
b
e 
i
n
t
e
g
r
a
t
e
d 
i
n
t
o p
r
oj
e
c
t 
m
a
n
a
g
emen
t
.
5
.
9
I
nve
n
t
o
r
y
 
o
f
 
i
n
f
o
r
m
a
t
i
o
n
 
a
n
d o
t
her 
a
s
so
c
i
a
t
e
d 
a
ss
e
t
s
C
on
t
r
ol
A
n
 
i
nve
n
t
o
r
y
 
o
f
 
i
n
f
o
r
m
a
t
io
n
 
a
nd
 
o
t
her
 
a
ss
o
c
i
a
t
e
d
 
a
ss
e
t
s
,
 
i
n
c
l
u
di
n
g o
w
ne
r
s
, s
h
al
l 
b
e 
d
e
velo
p
e
d
 
a
nd 
m
a
i
n
t
a
i
n
e
d
.
5
.
1
0
A
c
c
e
p
t
a
bl
e
 
u
s
e
 
o
f
 
in
f
o
r
m
a
t
io
n 
a
nd o
t
her 
a
s
s
o
c
i
a
t
e
d 
a
s
s
e
t
s
C
on
t
r
ol
Rules
 
for
 
the
 
acceptable
 
use
 
and
 
procedures
 
for
 
handling
 
information
 
and other
 
associated
 
assets
 
shall
 
be
 
identified,
 
documented
 
and
 
im
p
le
m
ented.
5
.
11
R
e
t
u
r
n of 
a
s
s
e
t
s
C
on
t
r
ol
Pe
r
so
n
nel
 
a
nd
 
o
t
her
 
i
n
t
e
r
e
st
e
d
 
p
a
r
t
i
e
s
 
a
s
 
app
r
op
r
i
a
t
e
 
s
h
a
l
l
 r
e
t
u
r
n
 
al
l 
the
 
organization’s
 
assets
 
in
 
their
 
possession
 
upon
 
change
 
or
 
termination of 
t
he
i
r emplo
y
men
t
, 
c
on
t
r
a
c
t
 or 
a
g
r
e
emen
t
.
)
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Table A.1 (continued)
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5
.
1
2
C
l
a
ss
i
f
i
c
a
t
ion of 
i
n
f
o
r
m
a
t
ion
C
on
t
r
ol
I
n
fo
r
m
a
t
ion
 
s
h
a
l
l
 
b
e
 
cl
a
ss
i
f
i
e
d
 
a
cc
o
r
d
i
n
g
 
t
o
 
t
he
 
i
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y 
needs
 
of
 
the
 
organization
 
based
 
on
 
confidentialit
y
,
 
integrit
y
,
 
availability
 
a
nd
 
r
el
e
va
nt 
i
n
t
e
r
e
st
e
d 
p
a
r
t
y 
re
q
uir
emen
t
s
.
5
.
1
3
L
a
b
e
l
li
n
g of 
i
n
f
o
r
m
a
t
ion
C
on
t
r
ol
A
n
 
a
pp
r
op
r
i
a
t
e
 
s
e
t
 
of
 
p
r
o
ce
d
u
r
e
s
 
f
o
r
 
in
f
o
r
m
a
t
ion
 
l
a
b
e
lli
n
g
 
s
h
al
l
 
b
e 
develop
e
d
 
a
nd
 
i
mplemen
te
d
 
i
n
 
a
c
c
o
rd
a
n
c
e
 
w
i
t
h
 
t
he
 
in
f
o
r
m
a
t
ion
 
cl
a
ss
i
f
i
c
a
t
i
on
 
sc
heme ado
p
t
e
d by 
t
he o
r
ga
n
iz
a
t
io
n
.
5
.
14
I
nf
o
r
m
a
t
ion 
t
r
an
s
f
er
C
on
t
r
ol
Info
r
ma
t
ion 
t
ransfer 
ru
les, proced
u
res, or a
g
reemen
t
s sh
a
l
l be in place 
for 
a
l
l 
t
y
p
e
s of 
t
r
a
n
s
f
er 
f
a
c
i
l
i
t
i
e
s 
w
i
t
hi
n 
t
he o
r
ga
niz
a
t
ion 
a
nd 
b
e
t
w
e
en 
t
he o
r
ga
n
iz
a
t
ion 
a
nd 
o
t
her 
p
a
r
t
i
e
s
.
5
.
1
5
A
cc
e
s
s 
c
on
t
r
ol
C
on
t
r
ol
R
u
l
e
s
 
t
o
 
c
on
t
r
ol
 
ph
y
s
i
ca
l
 
a
nd
 
lo
g
i
ca
l
 
a
cc
e
s
s
 
t
o
 
i
n
f
o
r
m
a
t
ion
 
a
nd
 
o
t
her 
a
sso
c
ia
t
ed 
a
sse
t
s s
h
a
l
l be e
s
t
ab
li
sh
e
d 
a
nd 
i
mplemen
t
e
d b
a
s
e
d on 
b
u
si
-n
e
s
s 
a
nd 
i
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
re
q
u
ir
emen
t
s
.
5
.
16
Iden
t
i
t
y 
m
a
na
g
ement
C
on
t
r
ol
T
he 
f
u
l
l 
l
i
f
e 
c
y
c
le of iden
t
i
t
i
e
s s
h
a
l
l 
b
e 
m
a
n
a
g
e
d
.
5
.
17
Au
t
hen
t
i
c
a
t
ion 
i
n
f
o
r
m
a
t
ion
C
on
t
r
ol
A
l
l
o
c
a
t
io
n
 
a
nd
 
m
a
n
a
g
em
e
n
t
 
o
f
 
a
u
t
h
en
t
i
c
a
t
io
n
 
i
n
f
o
r
m
a
t
io
n
 
s
h
a
l
l
 
b
e 
c
on
t
r
o
l
l
e
d by a
 
m
a
n
a
g
ement
 
p
r
oce
ss
,
 
i
n
c
lu
di
n
g
 ad
v
i
s
i
n
g
 p
e
r
s
o
n
nel
 
on app
r
op
r
i
a
t
e 
h
a
n
dli
n
g of a
u
t
hen
t
i
c
a
t
ion 
i
n
f
o
r
m
a
t
io
n
.
5
.
18
A
c
c
e
s
s 
r
i
g
h
t
s
C
on
t
r
ol
A
c
ces
s
 
r
i
g
h
t
s
 
t
o
 
i
n
f
o
r
m
a
t
io
n
 
a
nd
 
o
t
h
er
 
a
s
so
c
i
a
t
e
d
 
a
s
s
e
t
s
 
s
h
a
l
l
 
b
e 
p
r
o
v
is
ion
ed
,
 
r
e
v
i
e
w
e
d
,
 
m
o
d
i
f
i
e
d
 
a
nd
 
r
emov
e
d
 
i
n
 
a
cc
o
rd
a
n
c
e
 
w
i
t
h
 
t
he o
rganiz
a
t
ion’s 
t
opic-
s
p
e
ci
f
ic po
l
i
c
y on 
a
nd 
r
u
l
e
s 
f
or a
c
ce
s
s 
c
on
t
r
o
l
.
5
.
19
Information
 
security
 
in
 
supplier 
r
e
la
t
io
n
s
h
i
p
s
C
on
t
r
ol
Processes
 
and
 
procedures
 
shall
 
be
 
defined
 
and
 
implemented
 
to
 
manage 
t
he
 
in
f
o
r
m
a
t
io
n
 
s
e
c
u
r
i
t
y
 
r
i
s
k
s
 
a
s
s
o
c
i
a
t
e
d
 
w
i
t
h
 
t
h
e
 
u
s
e
 
of
 
s
up
p
l
ie
r
’s p
r
o
du
c
t
s or 
s
e
r
v
i
c
e
s
.
5
.
20
A
d
dressing
 
inf
o
rmat
i
o
n
 
security 
w
i
t
h
i
n 
s
upp
l
ier 
a
g
r
e
emen
t
s
C
on
t
r
ol
Rele
v
a
nt
 
i
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
re
q
uir
emen
t
s
 
s
h
al
l
 
b
e
 
e
s
t
a
b
l
i
sh
e
d
 
a
nd 
a
g
r
e
e
d 
w
i
t
h 
e
a
c
h 
s
upp
l
ier 
b
a
s
e
d on 
t
he 
t
y
p
e of 
s
upp
l
ier 
r
e
l
a
t
io
n
s
h
i
p
.
5.2
1
M
a
na
g
i
ng 
i
n
fo
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
i
n 
t
he 
i
n
fo
r
m
a
t
ion 
a
nd 
c
o
m
munication
 
technolog
y
 
(
I
CT)
 
s
up
ply 
c
h
a
i
n
C
on
t
r
ol
Processes
 
and
 
procedures
 
shall
 
be
 
defined
 
and
 
implemented
 
to
 
manage 
t
he
 
i
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
r
i
s
k
s
 
a
s
so
c
i
a
t
e
d
 
w
i
t
h
 
t
he
 
I
C
T
 
p
r
o
du
c
t
s
 
a
nd se
r
v
i
ce
s 
s
upp
l
y 
c
h
a
i
n
.
5
.
22
Mo
n
i
t
o
r
i
n
g
,
 
r
e
v
i
e
w 
a
nd
 
c
h
a
ng
e manag
emen
t
 
of
 
s
upp
l
ier
 
s
e
rv
i
ce
s
C
on
t
r
ol
T
he organiza
t
ion sh
a
ll re
g
ularly monitor, re
v
iew, ev
a
lua
t
e 
a
nd m
a
nage ch
a
nge 
i
n supplier i
n
fo
r
ma
t
ion se
c
u
r
i
t
y pra
ct
ices 
a
nd se
r
v
ice de
l
ive
r
y.
5
.
23
I
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
f
or
 
u
s
e
 
of 
c
loud 
s
e
r
v
i
c
e
s
C
on
t
r
ol
Processes
 
for
 
acquisition,
 
use,
 
management
 
and
 
exit
 
from
 
cloud
 
services 
sh
a
l
l be 
e
s
t
ab
li
sh
e
d 
i
n acco
r
d
a
n
c
e 
w
i
t
h 
t
he o
r
g
a
n
iz
a
t
ion’s 
in
fo
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
re
q
u
ir
emen
t
s
.
5
.
24
I
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
i
n
c
id
e
n
t 
mana
g
e
m
ent
 
p
l
ann
i
n
g
 
a
n
d
 
p
r
e
p
a
r
a
t
ion
C
on
t
r
ol
The
 
organization
 
shall
 
plan
 
and
 
prepare
 
for
 
managing
 
information
 
secu
-
rity
 
incidents
 
by
 
defining,
 
establishing
 
and
 
communicating
 
information 
s
e
c
u
r
i
t
y 
i
n
c
ident 
m
a
n
a
g
ement p
r
o
ce
s
s
e
s
, 
r
ol
e
s 
a
nd 
res
p
o
n
s
ib
i
l
i
t
i
e
s
.
)
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Table A.1 (continued)
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5
.
25
A
s
s
ess
ment 
a
nd d
e
c
i
s
ion on 
i
n
-
fo
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
e
ven
t
s
C
on
t
r
ol
T
he organiza
t
ion shall assess info
r
ma
t
ion secu
r
i
t
y even
t
s 
a
nd de
c
ide 
i
f 
t
hey 
a
r
e 
t
o 
b
e 
c
a
t
eg
o
r
i
z
e
d 
a
s 
i
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
i
n
c
iden
t
s
.
5
.
26
Response
 
to
 
information
 
security
 
i
n
c
iden
t
s
C
on
t
r
ol
Information
 
security
 
incidents
 
shall
 
be
 
responded
 
to
 
in
 
accordance
 
with 
t
he d
o
c
u
men
t
e
d p
r
oce
d
u
r
e
s
.
5
.
27
L
e
a
r
n
i
n
g
 
f
r
o
m
 
i
n
f
o
r
m
a
t
io
n
 
s
e
c
u
r
i
t
y 
i
n
c
iden
t
s
C
on
t
r
ol
K
nowledge gained 
f
rom informa
t
ion securi
t
y inciden
t
s shall be used to 
s
t
r
e
n
g
t
hen 
a
nd 
i
mp
r
ove 
t
he 
i
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
c
on
t
r
o
ls
.
5
.
28
Co
l
l
e
c
t
ion of 
e
v
iden
c
e
C
on
t
r
ol
The
 
organization
 
shall
 
establish
 
and
 
implement
 
procedures
 
for
 
the
 
iden
t
i
f
i
c
a
t
io
n
,
 
c
o
l
l
e
c
t
io
n
,
 
a
c
q
u
i
s
i
t
ion
 a
nd
 
p
r
e
s
e
r
v
a
t
ion
 
of
 
e
v
iden
c
e
 
r
e
l
a
t
e
d 
t
o 
i
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
e
ven
t
s
.
5
.
29
I
n
f
o
r
m
a
t
io
n
 
s
e
c
u
r
i
t
y
 
d
u
r
i
n
g 
d
i
s
r
u
p
t
ion
C
on
t
r
ol
The organiza
t
ion shall plan how to main
t
ain info
r
ma
t
ion se
c
u
r
i
t
y at an app
r
op
r
i
a
t
e 
level d
u
r
i
n
g 
di
s
r
u
p
t
io
n
.
5
.
30
I
C
T 
re
a
d
i
n
es
s 
f
or b
u
s
i
n
es
s 
c
on
t
i
n
u
i
t
y
C
on
t
r
ol
I
C
T
 
re
a
di
n
e
s
s
 
s
h
a
l
l
 
b
e
 
p
l
a
n
n
e
d
,
 
i
mplemen
t
e
d
,
 
m
a
i
n
t
a
i
n
e
d
 
a
nd
 
t
e
st
e
d based
 
on
 
business
 
continuity
 
objectives
 
and
 
ICT
 
continuity
 
requirements.
5.3
1
Leg
a
l, 
s
t
a
t
uto
r
y, 
re
g
u
lato
r
y
 
a
nd con
t
r
a
c
t
u
a
l 
r
e
q
u
i
r
emen
t
s
C
on
t
r
ol
L
e
ga
l
,
 
s
t
a
t
u
t
o
r
y,
 
r
e
g
u
l
a
t
o
r
y
 
a
nd
 c
on
t
r
a
c
t
u
a
l
 
r
e
q
u
ir
emen
t
s
 
r
el
e
v
a
nt
 
t
o 
in
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
a
nd
 
t
he
 
o
r
ga
niz
a
t
ion’s
 
app
r
o
a
c
h
 
t
o
 
m
e
e
t
 
t
h
e
s
e 
r
eq
u
ir
emen
t
s s
h
al
l 
b
e iden
t
i
f
i
ed
, d
o
c
u
men
t
e
d 
a
nd 
k
e
p
t up 
t
o 
d
a
t
e
.
5
.
32
I
n
t
e
l
l
e
ct
u
a
l p
r
o
p
e
r
t
y 
r
i
g
h
t
s
C
on
t
r
ol
T
he
 
o
r
ga
niz
a
t
ion
 
s
h
al
l
 
i
mplement
 
app
r
op
r
i
a
t
e
 
p
r
oc
e
d
u
r
e
s
 
t
o
 
p
r
o
t
e
c
t 
i
n
t
e
l
l
e
c
t
u
a
l p
r
o
p
e
r
t
y 
r
i
g
h
t
s
.
5
.
33
P
r
o
t
e
c
t
ion of 
rec
o
r
d
s
C
on
t
r
ol
R
e
c
o
rd
s
 
s
h
al
l
 
b
e
 
p
r
o
t
e
c
t
e
d
 
f
r
om
 
l
o
s
s
,
 
d
e
s
t
r
u
ct
io
n
,
 
fa
l
s
i
f
i
c
a
t
io
n
,
 
u
n
au
-
t
ho
r
i
z
e
d
 a
cc
e
s
s 
a
nd 
u
n
au
t
ho
r
i
ze
d 
r
el
e
a
s
e
.
5
.
3
4
Priv
a
c
y
 
a
nd
 
p
r
o
tect
io
n
 
o
f
 
p
e
r
s
on
-
a
l iden
t
i
f
iable info
r
ma
t
ion 
(
PI
I
)
C
on
t
r
ol
T
he
 
o
rg
a
ni
z
a
t
ion
 
s
h
a
l
l
 
iden
t
i
f
y
 
a
nd
 
m
ee
t
 
t
he
 
re
q
uir
emen
t
s
 
r
e
ga
r
d
i
n
g 
the
 
preservation
 
of
 
privacy
 
and
 
protection
 
of
 
PII
 
according
 
to
 
applicable 
l
a
w
s 
a
nd 
r
e
g
u
l
a
t
io
n
s 
a
nd 
c
on
t
r
a
c
t
u
a
l 
re
q
u
ir
emen
t
s
.
5
.
35
Independent
 
review
 
of
 
informa
t
ion s
e
c
u
r
i
t
y
C
on
t
r
ol
T
he
 
o
rganiz
a
t
ion’
s
 
a
pp
r
o
a
c
h
 
t
o
 
m
a
n
a
g
i
n
g
 
i
n
f
o
r
m
a
t
i
o
n
 
s
e
c
u
r
i
t
y
 
a
n
d 
i
t
s 
i
mplemen
t
a
t
ion 
i
n
c
lu
d
i
n
g 
p
e
opl
e
, p
r
oce
s
s
e
s
 
a
nd 
t
e
c
h
nolo
g
i
e
s
 
s
h
a
l
l 
b
e
 
r
e
v
i
e
w
e
d
 
i
nde
p
enden
t
l
y
 
at
 
p
l
an
n
e
d
 
i
n
t
e
r
v
a
l
s
,
 
or
 
w
he
n
 
s
i
g
n
i
f
i
c
a
nt 
c
h
a
ng
e
s 
oc
cu
r.
5
.
36
Comp
l
i
a
n
c
e 
w
i
t
h 
p
o
l
i
c
i
e
s
, 
r
u
l
e
s
 
a
n
d
 
s
t
a
n
d
a
r
d
s
 
f
o
r
 
i
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y
C
on
t
r
ol
Comp
l
i
a
n
c
e
 
w
i
t
h
 
t
he
 
o
r
g
aniz
a
t
ion’s
 
i
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
p
o
l
i
c
y
,
 
t
o
p
-
ic
-
s
p
e
c
i
f
ic 
p
o
l
i
c
i
e
s
, 
r
u
l
e
s
 
a
nd 
s
t
a
n
d
a
r
d
s s
h
al
l 
b
e 
r
e
g
u
l
a
r
l
y 
r
e
v
i
e
w
e
d
.
5
.
37
Do
c
u
m
en
t
e
d
 
o
p
e
r
a
t
i
n
g
 
p
r
oc
e
-d
u
r
e
s
C
on
t
r
ol
O
p
e
r
a
t
i
n
g
 
p
r
o
ce
d
u
re
s
 
f
o
r
 
i
n
f
o
r
m
a
t
io
n
 
p
r
oc
es
s
i
n
g
 
f
a
c
il
i
t
i
e
s
 
s
h
al
l
 
b
e do
c
u
men
t
ed 
a
nd 
m
a
de 
a
v
ai
l
a
ble 
t
o 
p
e
r
s
o
n
n
e
l 
w
ho n
ee
d 
t
he
m
.
)
[bookmark: bkmpage19]
. (
IS
O
/IEC
 
2
7
0
0
1:202
2
(E)
14
)





Table A.1 (continued)





















































© ISO/IEC 2022 – All rights reserved (
6
People con
t
r
o
l
s
6
.
1
S
c
r
e
e
ni
n
g
C
on
t
r
ol
Bac
k
g
r
o
u
nd ve
r
i
f
i
c
a
t
ion chec
k
s on 
a
l
l 
c
a
n
d
ida
t
e
s 
t
o b
e
come pe
r
so
n
nel 
shall be carried out prior to joining 
t
he organiza
t
ion and on an ongoing b
a
s
i
s 
t
a
k
i
n
g 
i
n
t
o 
c
o
n
s
ide
r
a
t
ion app
l
i
c
able 
l
a
w
s
, 
r
e
g
u
l
a
t
io
n
s 
a
nd 
e
t
h
i
c
s 
a
nd be propo
rt
io
n
a
l 
t
o 
t
he b
u
s
i
n
e
ss 
r
e
q
u
i
r
emen
t
s
, 
t
he 
c
l
a
s
s
i
f
i
c
a
t
ion of 
t
he 
i
n
fo
r
m
a
t
ion 
t
o 
b
e a
cce
s
s
e
d 
a
nd 
t
he 
p
e
rc
e
i
v
e
d 
r
i
s
k
s
.
6
.
2
T
e
r
m
s
 
a
nd
 
c
on
d
i
t
i
o
n
s
 
o
f
 
e
m
-
plo
y
ment
C
on
t
r
ol
The
 
employment
 
contractual
 
agreements
 
shall
 
state
 
the
 
personnel’s
 
and 
t
he o
r
g
a
n
iz
a
t
ion’s 
r
e
s
p
o
n
s
ib
i
l
i
t
i
e
s 
f
or 
i
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y.
6
.
3
Informati
o
n
 
security
 
a
war
en
ess, 
e
du
c
a
t
ion
 
a
nd 
t
r
a
i
ni
n
g
C
on
t
r
ol
P
erson
n
el
 
of
 
t
h
e
 
o
rganization
 
and
 
relevant
 
int
e
rested
 
parties
 
s
hal
l
 
rec
e
i
v
e 
app
r
op
r
i
a
t
e
 
i
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
a
wa
r
en
ess
,
 
e
du
c
a
t
io
n
 
a
nd
 
t
r
a
i
n
i
n
g
 
a
nd
 r
e
g
u
l
a
r
 
u
pd
a
t
e
s
 
of
 
t
he
 
o
r
ga
niz
a
t
ion's
 
in
fo
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
p
o
l
i
c
y, topic-specific
 
policies
 
and
 
procedures,
 
as
 
relevant
 
for
 
their
 
job
 
function.
6
.4
D
i
s
c
ip
li
n
a
r
y
 
p
r
oces
s
C
on
t
r
ol
A
 
d
i
s
c
ip
li
n
a
r
y
 
p
r
oces
s
 
s
h
a
l
l
 
b
e
 
f
o
r
m
a
li
ze
d
 
a
nd
 
c
o
m
m
u
n
i
c
a
t
e
d
 
t
o
 
t
a
k
e 
a
ct
io
n
s
 
a
g
a
i
n
s
t
 
p
e
r
s
o
n
nel
 
a
nd
 
o
t
her
 
r
el
e
v
a
nt
 
i
n
t
e
r
e
s
t
e
d
 
p
a
r
t
i
e
s
 
w
ho 
h
ave 
c
o
mm
i
t
t
e
d 
a
n 
i
n
f
o
r
m
a
t
ion 
s
e
c
u
r
i
t
y 
p
o
l
i
c
y 
v
io
l
a
t
io
n
.
6
.
5
Resp
o
ns
ib
ilit
i
e
s
 
after
 
termin
a
t
io
n
 or ch
a
ng
e of emplo
y
ment
C
on
t
r
ol
Information securi
t
y responsibili
t
ies and du
t
ies 
t
hat remain valid a
f
ter 
t
e
r
min
a
t
ion
 
or
 
c
h
a
n
g
e
 
of
 
emplo
y
ment
 
s
h
a
l
l
 
b
e
 
d
e
f
i
n
ed
,
 
e
n
f
o
r
c
e
d
 
a
nd co
m
m
un
i
c
a
t
e
d 
t
o 
r
e
l
e
v
a
nt 
p
e
r
s
o
n
n
e
l 
a
nd 
o
t
her 
i
n
t
e
r
e
s
t
e
d 
p
a
r
t
i
e
s
.
6
.
6
C
o
nf
ide
n
tialit
y
 
or
 
non
-disc
l
o
sure
 
a
g
re
emen
t
s
C
on
t
r
ol
C
o
n
f
ide
n
t
i
a
l
i
t
y
 
or
 
non
-d
i
s
c
l
o
s
ur
e
 
a
g
r
e
em
en
t
s
 
r
e
f
l
e
ct
i
n
g
 
t
h
e
 organisation
’s
 
n
ee
d
s
 
f
o
r
 
t
h
e
 
p
r
o
t
e
ct
io
n
 
o
f
 
i
n
f
o
r
m
a
t
ion
 
s
h
a
l
l
 
b
e
 
ide
n
t
i
f
i
ed
, d
o
c
u
men
t
ed
,
 
r
e
g
u
l
a
rl
y
 
r
e
v
i
e
w
e
d
 
a
nd
 
s
i
g
n
e
d
 
b
y
 
p
e
r
s
o
n
nel
 
a
nd
 
o
t
her 
r
ele
v
a
nt 
i
n
t
e
r
e
st
e
d 
p
a
r
t
i
e
s
.
6
.
7
Remo
t
e wo
r
k
i
n
g
C
on
t
r
ol
S
e
c
u
r
i
t
y m
e
a
s
u
r
e
s s
h
a
l
l 
b
e 
i
mplemen
t
e
d 
w
hen 
p
e
r
s
o
n
nel 
a
r
e wo
r
k
i
n
g 
r
emo
t
ely 
t
o p
r
o
t
e
c
t 
i
n
fo
r
m
a
t
ion ac
ces
s
ed
, 
p
r
ocess
e
d
 or 
s
t
o
r
e
d ou
t
s
ide 
t
he o
r
g
a
n
iz
a
t
ion’s p
r
e
m
i
s
e
s
.
6
.
8
I
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
e
vent
 
re
-
p
o
r
t
i
n
g
C
on
t
r
ol
T
he
 
o
rga
ni
z
a
t
ion
 
s
h
a
l
l
 
p
r
o
v
ide
 
a
 
m
ech
a
n
i
s
m
 
f
or
 
p
e
r
s
o
n
n
e
l
 
t
o
 
r
e
p
o
r
t 
observed
 
or
 
suspected
 
information
 
security
 
events
 
through
 
appropriate c
h
a
n
ne
l
s 
i
n a 
t
i
me
l
y 
m
a
n
ner.
7
Ph
y
s
i
c
a
l 
c
on
t
r
o
l
s
7
.
1
Ph
y
s
i
c
a
l 
s
e
c
u
r
i
t
y 
p
e
r
i
m
e
t
e
r
s
C
on
t
r
ol
S
e
c
u
r
i
t
y
 
p
e
r
i
m
e
t
e
r
s
 
s
h
a
l
l
 
b
e
 
d
e
f
i
n
e
d
 
a
nd
 
u
s
e
d
 
t
o
 
p
r
o
t
e
c
t
 
a
re
a
s
 
t
h
a
t 
c
on
t
a
i
n 
i
n
f
o
r
m
a
t
ion 
a
nd 
o
t
her 
a
s
s
o
c
i
a
t
e
d 
a
s
s
e
t
s
.
7
.
2
Phy
s
i
ca
l en
t
r
y
C
on
t
r
ol
Se
c
u
r
e
 
a
re
a
s
 
s
h
a
l
l
 
b
e
 
p
r
o
t
e
c
t
e
d
 
by
 
a
p
p
r
o
p
r
i
a
t
e
 
en
t
r
y
 
c
o
n
t
r
o
l
s
 
a
n
d ac
ce
s
s 
p
o
i
n
t
s
.
7
.
3
Se
c
u
r
i
n
g
 
o
ff
i
ce
s
,
 
r
o
o
m
s
 
a
nd
 
f
a
ci
l
i
t
i
e
s
C
on
t
r
ol
Physi
ca
l s
e
c
u
r
i
t
y for o
ff
ice
s
, 
r
oo
m
s 
a
nd 
f
a
c
il
i
t
i
e
s sh
a
l
l be d
e
si
g
n
e
d 
a
nd 
i
mplemen
t
e
d
.
7
.
4
Ph
y
si
c
a
l 
s
e
c
u
r
i
t
y mo
n
i
t
o
r
i
n
g
C
on
t
r
ol
P
r
e
m
i
s
e
s
 
s
h
a
l
l
 
b
e
 
c
on
t
i
nuo
u
s
l
y
 
mo
n
i
t
o
r
e
d
 
f
or
 
un
a
u
t
ho
r
i
ze
d
 
ph
ys
i
c
a
l a
c
ce
s
s
.
)
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7
.
5
P
ro
t
e
ct
ing a
g
a
i
n
s
t physi
ca
l 
a
nd en
v
ir
o
n
men
t
a
l 
t
h
re
a
t
s
C
on
t
r
ol
Prote
ct
ion against physi
ca
l 
a
nd en
v
ironmen
t
a
l 
t
h
rea
t
s, such 
a
s na
t
ur
a
l 
d
i
s
as
t
e
r
s
 
a
nd
 
o
t
he
r
 
i
n
t
en
t
i
o
n
a
l
 
o
r
 
un
i
n
t
en
t
i
o
n
a
l
 
p
h
ys
i
c
a
l
 
t
h
re
a
t
s
 
t
o 
in
f
r
as
tr
u
c
t
u
r
e s
h
a
l
l 
b
e d
es
i
g
n
e
d 
a
nd 
i
mplemen
t
e
d
.
7
.
6
Wor
k
i
ng 
i
n s
e
c
u
r
e 
a
r
e
a
s
C
on
t
r
ol
Se
c
u
r
i
t
y
 
m
e
a
s
u
r
e
s
 
f
or
 
wo
r
k
i
n
g
 
i
n
 
s
e
c
u
r
e
 
a
re
a
s
 
s
h
a
l
l
 
b
e
 
d
e
s
i
g
n
e
d
 
a
nd 
i
mplemen
t
e
d
.
7
.
7
C
l
e
a
r d
e
sk 
a
nd 
c
l
e
a
r 
s
cr
e
en
C
on
t
r
ol
C
l
e
a
r
 
d
e
sk
 
r
u
l
e
s
 
f
o
r
 
p
a
p
e
r
s
 
a
n
d
 
r
e
mo
v
a
b
le
 
s
t
o
ra
g
e
 
m
ed
i
a
 
a
n
d
 
c
l
e
a
r 
s
c
r
e
en
 
r
u
l
e
s
 
f
or
 
i
n
f
o
r
m
a
t
ion
 
p
r
o
ce
ss
i
n
g
 
f
a
c
il
i
t
i
e
s
 
s
h
a
l
l
 
b
e
 
d
e
f
i
n
e
d
 
a
nd app
r
op
r
i
a
t
e
l
y e
n
f
o
r
c
e
d
.
7
.
8
Equipment
 
siting
 
and
 
protection
C
on
t
r
ol
Eq
u
ipment s
h
al
l 
b
e 
s
i
t
e
d 
s
e
c
u
r
e
l
y 
a
nd p
r
o
t
e
c
t
e
d
.
7
.
9
S
e
c
u
r
i
t
y of 
a
s
s
e
t
s o
f
f-p
r
e
m
i
s
e
s
C
on
t
r
ol
O
f
f
-s
i
t
e 
a
ss
e
t
s s
h
a
l
l 
b
e p
r
o
t
e
c
t
e
d
.
7
.
1
0
S
t
o
r
a
ge
 
m
e
d
i
a
C
on
t
r
ol
S
t
o
r
age m
edi
a s
h
al
l 
b
e 
m
a
na
g
e
d 
t
h
r
o
u
g
h 
t
he
i
r 
li
f
e 
c
y
c
le of a
c
q
u
i
s
i
t
io
n
, 
use, 
t
r
a
n
spo
r
t
a
t
ion
 
a
nd dispos
a
l in acco
r
d
a
nce 
w
i
t
h 
t
he o
rga
n
iz
a
t
ion’s c
l
a
s
s
i
f
i
c
a
t
ion 
s
c
heme 
a
nd 
h
a
n
d
li
n
g 
r
e
q
u
ir
emen
t
s
.
7
.
1
1
Sup
p
o
r
t
i
n
g 
u
t
i
l
i
t
i
e
s
C
on
t
r
ol
Information
 
processing
 
facilities
 
shall
 
be
 
protected
 
from
 
power
 
failures 
a
nd o
t
her 
d
is
r
u
p
t
io
n
s 
c
a
u
s
e
d by 
f
ai
l
u
r
e
s 
i
n 
s
up
p
o
rt
i
n
g 
u
t
i
l
i
t
i
e
s
.
7
.
1
2
C
ab
li
n
g 
s
e
c
u
r
i
t
y
C
on
t
r
ol
C
abl
e
s
 
c
a
r
r
y
i
n
g
 
p
ower,
 
d
a
t
a
 
or
 
s
up
p
o
r
t
i
n
g
 
i
n
f
o
r
m
a
t
ion
 
s
e
r
v
i
ce
s
 
s
h
a
l
l be p
r
o
te
c
te
d 
f
r
om 
i
n
t
e
r
c
e
p
t
io
n
, 
i
n
t
e
r
f
e
r
en
c
e
 or 
d
a
ma
g
e
.
7
.
1
3
E
q
u
ipment 
m
ai
n
t
e
n
a
n
c
e
C
on
t
r
ol
Equipment
 
shall
 
be
 
maintained
 
correctly
 
to
 
ensure
 
availability,
 
integrity
 
a
nd 
c
o
n
f
iden
t
i
a
l
i
t
y of 
in
f
o
r
m
a
t
io
n
.
7
.
1
4
Se
c
u
r
e
 
di
spo
s
a
l
 
o
r
 
re
-
u
s
e
 
o
f 
e
q
u
ipment
C
on
t
r
ol
I
t
e
m
s
 
of
 
e
q
u
ipment
 
c
on
t
a
ini
n
g
 
s
t
o
r
a
g
e
 
m
ed
i
a
 
s
h
al
l
 
b
e
 
ve
r
i
f
i
e
d
 
t
o
 
ensure
 t
h
a
t
 
a
ny
 
s
e
n
s
i
t
i
ve
 
d
a
t
a
 
a
nd
 
l
i
c
e
n
s
e
d
 
s
o
ft
w
a
r
e
 
h
a
s
 
b
e
en
 
r
emov
e
d or s
e
c
ur
ely ove
rw
r
i
t
t
en p
r
ior 
t
o 
di
s
po
s
a
l or 
re
-
u
s
e
.
8
Te
c
h
nolo
g
i
ca
l 
c
on
t
r
o
l
s
8
.1
User end po
i
nt d
e
v
i
ce
s
C
on
t
r
ol
I
n
fo
r
m
a
t
ion
 
st
o
r
e
d
 
o
n
,
 
p
r
o
c
e
ss
e
d
 
by
 
or
 
a
cc
e
s
s
ible
 
v
i
a
 
u
s
er
 
end
 
p
o
i
nt de
v
i
ce
s s
h
a
l
l 
b
e p
r
o
t
e
c
t
e
d
.
8
.
2
P
r
i
v
i
l
e
g
e
d a
cce
s
s 
r
i
g
h
t
s
C
on
t
r
ol
T
he
 
al
l
o
c
a
t
ion
 
a
nd
 
u
s
e
 
of
 
p
r
i
v
i
l
eg
e
d
 
a
cces
s
 
r
i
g
h
t
s
 
s
h
a
l
l
 
b
e
 
r
e
s
t
r
i
c
t
e
d 
a
nd
 
m
a
na
g
e
d
.
8
.
3
I
n
f
o
r
ma
t
ion a
c
ce
s
s 
r
e
s
t
r
i
ct
ion
C
on
t
r
ol
Access to info
r
ma
t
ion and o
t
her associated asse
t
s 
shall be re
s
t
r
i
c
t
ed in accordance with the es
t
ablished topic-speci
f
ic poli
c
y on access con
t
rol.
8
.4
A
cces
s 
t
o 
s
o
u
r
c
e 
co
de
C
on
t
r
ol
Read 
a
nd 
wr
i
t
e acc
e
ss 
t
o so
u
r
ce code, development 
t
oo
l
s 
a
nd so
ft
w
ar
e 
l
ib
r
a
r
i
e
s s
h
a
l
l 
b
e app
r
op
r
i
a
t
e
l
y 
m
a
na
g
e
d
.
)
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8
.
5
Se
c
u
r
e a
u
t
hen
t
i
c
a
t
ion
C
on
t
r
ol
Secure
 
a
uthentication
 
technologies
 
and
 
proce
d
ures
 
shall
 
be
 
i
m
pl
em
ented 
b
a
s
e
d
 
on
 
i
n
f
o
r
m
a
t
ion
 
a
c
ce
s
s
 
r
e
s
t
r
i
ct
io
n
s
 a
nd
 
t
he
 t
opic
-
s
p
e
ci
f
ic
 
p
o
l
i
c
y on a
c
ces
s 
c
on
t
r
o
l
.
8
.
6
C
a
p
a
c
i
t
y 
m
a
n
a
g
ement
C
on
t
r
ol
The
 
use
 
of
 
resources
 
shall
 
be
 
monitored
 
and
 
adjusted
 
in
 
line
 
with
 
current 
a
nd 
e
x
p
e
c
t
e
d 
c
a
p
a
c
i
t
y 
re
q
u
ir
emen
t
s
.
8
.
7
P
r
o
t
e
ct
ion 
a
ga
i
n
s
t 
m
a
l
w
a
r
e
C
on
t
r
ol
P
r
o
t
e
c
t
ion
 
a
g
ain
s
t
 
m
a
l
war
e
 
s
h
a
l
l
 
b
e
 
i
mplemen
t
e
d
 
a
nd
 
s
up
p
o
r
t
e
d
 
by app
r
op
r
i
a
t
e 
u
s
er a
wa
r
en
es
s
.
8
.
8
M
a
na
g
ement
 
o
f
 
t
e
c
h
n
i
c
a
l
 
v
u
l
ner
a
bi
l
i
t
i
e
s
C
on
t
r
ol
I
n
fo
r
m
a
t
ion
 
a
b
o
u
t
 
t
e
c
h
n
i
ca
l
 
v
u
l
ne
r
a
b
il
i
t
i
e
s
 
of
 i
n
f
o
r
m
a
t
ion
 
s
y
st
e
m
s
 i
n 
use
 
shall
 
be
 
obtained,
 
the
 
organization’s
 
exposure
 
to
 
such
 
vulnerabilities s
h
a
l
l 
b
e e
v
a
l
u
a
t
e
d 
a
nd app
r
op
r
i
a
t
e m
e
a
su
r
e
s s
h
a
l
l 
b
e 
t
a
k
e
n
.
8
.9
Co
n
f
i
g
ur
a
t
ion 
m
a
na
g
ement
C
on
t
r
ol
Configurations,
 
including
 
security
 
configurations,
 
of
 
hardware,
 
software, 
services
 and networks
 
shall
 
be
 
established,
 
documented,
 
implemented, mo
n
i
t
o
re
d 
a
nd 
r
e
v
i
e
w
e
d
.
8
.
1
0
I
nf
o
r
m
a
t
ion del
e
t
ion
C
on
t
r
ol
I
n
f
o
r
m
a
t
i
on
 
st
o
re
d
 
i
n
 
i
n
f
o
r
m
a
t
io
n
 
s
y
s
t
e
m
s
,
 
d
e
v
i
c
e
s
 
o
r
 
i
n
 
a
n
y
 
o
t
her 
s
t
o
ra
g
e m
e
d
i
a s
h
al
l 
b
e del
e
t
e
d 
w
hen no lo
ng
er 
re
q
uire
d
.
8
.
1
1
Da
t
a 
m
a
s
k
i
n
g
C
on
t
r
ol
Da
t
a
 
m
a
s
k
i
n
g
 
s
h
a
l
l
 
b
e
 
u
s
e
d
 
i
n
 
a
cc
o
rd
a
n
c
e
 
w
i
t
h
 
t
he
 
o
r
g
aniz
a
t
io
n’s 
t
opic
-sp
e
c
i
f
ic
 p
o
l
i
c
y
 
on
 
a
c
ce
s
s
 c
on
t
r
ol
 
a
nd
 
o
t
her
 
r
e
l
a
t
e
d
 
t
opic
-
s
p
e
c
i
f
ic po
l
i
c
i
e
s
,
 
a
nd
 
b
u
s
i
n
e
s
s
 
r
e
q
uir
emen
t
s
,
 
t
a
k
i
n
g
 
app
l
i
c
able
 
l
e
g
i
s
l
a
t
ion
 
i
n
t
o 
c
o
n
s
ide
r
a
t
io
n
.
8
.
1
2
Da
t
a l
e
ak
a
g
e p
r
e
ven
t
ion
C
on
t
r
ol
D
a
t
a
 
l
e
a
k
a
g
e
 
p
r
e
ve
n
t
i
o
n
 
m
e
a
s
u
re
s
 
s
h
a
l
l
 
b
e
 
a
p
p
l
i
e
d
 
t
o
 
s
y
s
t
e
ms
,
 
n
e
t-
wor
k
s
 
a
nd
 
a
ny
 
o
t
her
 
d
e
v
i
ce
s
 
t
h
a
t
 
p
r
oce
ss
,
 s
t
o
r
e
 
or
 
t
r
an
s
m
i
t
 
s
e
n
s
i
t
i
ve 
i
n
f
o
r
m
a
t
io
n
.
8
.
1
3
I
n
f
o
r
m
a
t
ion 
b
a
c
k
up
C
on
t
r
ol
Backup
 
copies
 
of
 
information,
 
software
 
and
 
systems
 
shall
 
be
 
maintained 
and
 
regularly
 
tested
 
in
 
accordance
 
with
 
the
 
agreed
 
topic-specific
 
policy on ba
c
k
u
p
.
8
.
14
Redundancy
 
of
 
information
 
pro
-
cess
i
n
g
 
f
a
ci
l
i
t
i
e
s
C
on
t
r
ol
Information
 
processing
 
facilities
 
shall
 
be
 
implemented
 
with
 
redundancy 
s
u
f
f
i
c
ient 
t
o m
e
e
t 
a
v
a
i
l
a
b
i
l
i
t
y 
re
q
uir
emen
t
s
.
8
.
1
5
L
o
g
g
i
n
g
C
on
t
r
ol
Logs 
t
hat record a
ct
i
v
i
t
ies, excep
t
ions, 
f
aul
t
s
 and o
t
her relev
a
nt even
t
s sh
al
l 
b
e p
r
o
du
ce
d
, 
s
t
o
r
ed
, p
r
o
t
e
c
t
e
d 
a
nd 
a
n
a
l
y
s
e
d
.
8
.
1
6
Mo
n
i
t
o
r
i
n
g a
c
t
i
v
i
t
i
e
s
C
on
t
r
ol
Ne
t
wor
k
s, 
s
y
s
t
e
m
s
 
a
nd appli
c
a
t
io
n
s s
h
a
l
l be mo
n
i
t
o
re
d for 
a
no
m
a
lo
u
s 
be
h
a
v
io
u
r
 
a
nd
 
app
r
op
r
i
a
t
e
 
a
ct
io
n
s
 
t
a
k
en
 
t
o
 
e
v
a
l
u
a
t
e
 
p
o
t
en
t
i
a
l
 
in
f
or-
m
a
t
ion
 
s
e
c
u
r
i
t
y 
i
n
c
iden
t
s
.
8
.
1
7
C
l
o
c
k 
s
y
n
c
hr
o
n
iz
a
t
ion
C
on
t
r
ol
The 
cloc
k
s of information processing systems used by the organiza
t
ion s
h
a
l
l 
b
e 
s
y
n
c
h
r
o
ni
z
e
d 
t
o app
r
ov
e
d 
t
i
me 
s
o
u
rce
s
.
)
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8
.
1
8
U
s
e
 
of
 
p
r
i
vi
l
e
g
e
d
 
u
til
i
t
y
 
p
r
o
gram
s
C
on
t
r
ol
T
he
 
u
se
 
of
 
u
t
il
i
t
y
 
p
r
o
g
r
a
m
s
 
t
h
at
 
c
a
n
 
b
e
 
c
a
p
able
 
of
 
ove
rr
i
di
n
g
 
s
y
s
t
em 
a
nd app
l
i
c
a
t
ion con
t
r
o
l
s s
h
a
l
l 
b
e 
r
e
s
t
r
i
c
t
e
d 
a
nd 
t
i
g
h
t
l
y 
c
on
t
r
o
l
l
e
d
.
8
.
19
I
ns
t
a
l
l
a
t
ion
 
of
 
s
o
ft
w
ar
e
 
on
 
o
p
-
e
r
a
t
io
n
a
l
 
s
y
s
t
e
m
s
C
on
t
r
ol
P
r
oc
e
d
u
r
e
s
 
a
nd
 
m
e
a
s
ur
e
s
 
s
h
a
l
l
 
b
e
 
i
mplemen
t
e
d
 
t
o
 
s
e
c
u
r
e
l
y
 
m
a
na
g
e so
f
t
w
a
r
e 
i
ns
t
a
l
l
a
t
ion on o
p
e
r
a
t
io
n
a
l 
s
y
st
e
m
s
.
8
.
20
N
e
t
wor
k
s 
s
e
c
u
r
i
t
y
C
on
t
r
ol
Networks
 
and
 
network
 
devices
 
shall
 
be
 
secured,
 
managed
 
and
 
controlled 
t
o p
r
o
t
e
c
t 
i
n
f
o
r
m
a
t
ion 
i
n 
s
y
s
t
e
m
s 
a
nd app
l
i
c
a
t
io
n
s
.
8
.
21
Se
c
u
r
i
t
y of n
e
t
wo
r
k 
s
e
r
v
i
ce
s
C
on
t
r
ol
Security
 
mechanisms,
 
service
 
levels
 
and
 
service
 
requirements
 
of
 
network se
r
v
i
ce
s s
h
al
l 
b
e iden
t
i
f
i
ed
, 
i
mplemen
t
e
d
 
a
nd mo
n
i
t
o
re
d
.
8.
22
S
e
g
r
e
g
a
t
ion of n
e
t
wo
r
k
s
C
on
t
r
ol
G
r
ou
p
s
 
of
 
i
n
f
o
r
m
a
t
ion
 
s
e
r
v
i
ces
,
 
u
s
e
r
s
 
a
nd
 
i
n
f
o
r
m
a
t
ion
 
s
y
s
t
e
m
s
 
s
h
a
l
l be s
e
g
r
e
g
a
t
e
d 
i
n 
t
he o
r
ga
n
i
z
a
t
ion’s n
e
t
wor
k
s
.
8
.
23
Web 
f
i
l
t
e
r
i
n
g
C
on
t
r
ol
A
c
ce
s
s
 
t
o
 
e
x
t
e
r
n
a
l
 
we
b
s
i
t
e
s
 
s
h
a
l
l
 
b
e
 
m
a
n
a
g
e
d
 
t
o
 
re
du
c
e
 
e
x
p
o
su
r
e
 
t
o 
m
a
l
i
c
io
u
s 
c
on
t
en
t
.
8
.
24
Use of 
c
ry
p
t
o
g
r
aphy
C
on
t
r
ol
Rules
 
for
 
the
 
effective
 
use
 
of
 
cryptography,
 
including
 
cryptographic
 
key 
m
a
n
a
gemen
t
, s
h
a
l
l 
b
e 
d
e
f
i
n
e
d
 
a
nd 
i
mplemen
t
e
d
.
8
.
25
Se
c
u
r
e development 
li
f
e 
c
y
c
le
C
on
t
r
ol
R
u
l
e
s
 
f
or
 
t
h
e
 
s
e
c
ur
e
 
d
e
velo
p
ment
 
of
 
s
o
ft
wa
r
e
 
a
nd
 
s
y
s
t
e
m
s
 
s
h
al
l
 
b
e 
e
s
t
ab
li
sh
e
d 
a
nd app
l
i
e
d
.
8
.
26
A
p
p
l
i
c
a
t
io
n
 
s
e
c
u
r
i
t
y
 
r
e
q
u
ir
e
-
men
t
s
C
on
t
r
ol
I
n
f
o
r
m
a
t
ion
 
s
e
c
u
r
i
t
y
 
r
e
q
u
i
r
emen
t
s
 
s
h
a
l
l
 
b
e
 
iden
t
i
f
i
e
d
,
 
s
pe
ci
f
i
e
d
 
a
nd app
r
ov
e
d 
w
hen develop
i
n
g or a
c
q
ui
r
i
n
g app
l
i
c
a
t
io
n
s
.
8
.
27
Se
c
ure 
s
ystem archite
c
t
u
re 
a
nd e
n
g
i
n
e
e
r
i
n
g p
r
i
n
c
ipl
e
s
C
on
t
r
ol
P
r
i
n
c
ipl
e
s
 
f
or
 
e
n
g
i
n
e
e
r
i
n
g
 
s
e
c
u
r
e
 
s
y
st
e
m
s
 
s
h
a
l
l
 
b
e
 
e
s
t
a
b
l
i
sh
e
d
,
 
d
o
c
u
mented
,
 
maintained
 
and
 
applied
 
to
 
any
 
information
 
system
 
development a
c
t
i
v
i
t
i
e
s
.
8
.
28
Se
c
u
r
e
 
co
di
n
g
C
on
t
r
ol
Se
c
u
r
e 
co
d
i
n
g p
r
i
n
c
ipl
e
s s
h
al
l 
b
e app
l
i
e
d 
t
o 
s
o
f
t
w
a
r
e d
e
velopmen
t
.
8.
29
Security
 
testing
 
in
 
development 
a
nd ac
c
e
p
t
a
n
c
e
C
on
t
r
ol
S
e
c
u
r
i
t
y
 
t
e
s
t
i
n
g
 
p
r
o
ces
s
e
s
 
s
h
a
l
l
 
b
e
 
d
e
f
i
n
e
d
 
a
n
d
 
i
m
p
l
e
m
en
t
e
d
 
i
n
 
t
he development 
l
i
fe 
c
y
c
l
e
.
8
.
30
O
u
t
s
o
u
rce
d d
e
velopment
C
on
t
r
ol
T
he organiza
t
ion shall dire
ct
, monitor and re
v
iew 
t
he a
ct
i
v
i
t
ies related 
t
o ou
t
so
u
r
c
e
d 
s
y
st
em d
e
velopmen
t
.
8
.
31
Separation
 
of
 
development,
 
test
 
a
nd p
r
o
du
ct
ion en
v
i
r
o
n
men
t
s
C
on
t
r
ol
Developmen
t
, tes
t
ing 
a
nd produ
c
t
ion en
v
ironmen
t
s sh
a
l
l be sep
ar
a
t
ed 
a
nd 
s
e
c
u
re
d
.
8
.
32
C
h
a
n
ge
 
m
a
na
g
ement
C
on
t
r
ol
C
h
a
n
g
e
s
 
t
o
 
in
f
o
r
m
a
t
ion
 
p
r
oce
s
s
i
n
g
 
f
a
c
il
i
t
i
e
s
 
a
nd
 
i
n
f
o
r
m
a
t
ion
 
s
y
s
t
e
m
s s
h
a
l
l 
b
e 
s
ubj
e
c
t 
t
o 
c
h
a
ng
e 
m
a
na
g
ement p
r
o
c
e
d
ur
e
s
.
8
.
33
Te
s
t 
i
n
fo
r
ma
t
ion
C
on
t
r
ol
T
est
 
information
 
shall
 
be
 
appropriately
 
selected,
 
protected
 
and
 
managed.
)
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8
.
3
4
P
r
o
t
e
ct
io
n
 
o
f
 
i
n
f
o
r
m
a
t
io
n
 
s
y
s
-
t
e
m
s
 d
u
r
i
n
g au
d
it 
t
e
s
t
i
n
g
C
on
t
r
ol
Au
d
it 
t
e
s
t
s 
a
nd 
o
t
her
 
a
s
su
ra
n
c
e a
c
t
i
v
i
t
i
e
s 
i
nvo
l
v
i
n
g 
a
s
s
e
s
s
ment
 
of 
operational
 
s
y
st
e
m
s s
h
a
l
l 
b
e p
l
a
n
n
e
d 
a
nd 
a
g
ree
d 
be
t
w
e
en 
t
he 
t
e
s
t
er 
a
nd app
r
op
r
i
a
t
e 
m
a
na
g
emen
t
.
)
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